ITAMSTKA JUIS1 OBYYAIOIIUXCAH _
Ob UHOOPMAIIMOHHOU BE3OINACHOCTU AETEHN

HEJIb351

1. Bcem moapsin cooOmaTe CBOIO YacTHYHO MHGPOpMANHIO (HAcTOsAMMe UMs, (GaMUIUIo, TeIe(oH,
ajipec, HOMep MIKOJIbI, a TaKkxke (hoTorpaduu CBOH, CBOCH CEMbU U JIpy3eil);

2. OTKpbIBaTh BIOXKEHHBIE (DAilJIbI AJIEKTPOHHON TOYTHI, KOTIa HE 3HACIIb OTIPABUTEIIS;
3. I'pyOuts, npuanpaThes, OKa3blBaTh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arpeCCUBHO;

4. He pacnopsikaiics neHbramMu TBOEH ceMbU 0€3 pa3pelieHHs CTapIIMX - BCErja CHpaiiuBait
poauTeneu;

5. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMU B PEAJIBHOW >KM3HU - MOCOBETYHCS CO B3POCIBIM,
KOTOPOMY JI0BEpsICIb.

OCTOPOKHO

1. He Bce mumyt npaBay. Yurtaems o cebe HempaBny B MHTepHeTe - coolmm 00 3TOM CBOMM
POJMTENSAM UM ONEKYHaM;

2. llpurnamaroT NepenuchiBaThCsl, MTPaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIU MO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiiinos B UHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIBIM O TTpoOJIeMax B CETH - OHU BCET/la IIOMOTYT;

5. Hcnonb3yit HacTpoiiku 6e30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPSITh CBOM AKKAYHTHI B
COILICETSAX U JIPYTHX MopTaiax.

MO’KHO

1. VBaxail Ipyrux noJjib30BaTelIei;
2. [lonp3yenibest IHTEpHET-UCTOUHUKOM - JieJail CChUIKY Ha HETO;
3. OTKpbIBall TOJNIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOparaiicsi 3a TOMOILBIO K B3POCIJIBIM - POAMTENH, ONEKYHBI M aIMUHUCTpAlUs CaiiTOB Bcerja
IIOMOT'YT;

5. Ilpoitnn o6yuenune Ha caiite "CeTeBUUOK" M MOTYYH MACTIOPT MUPPOBOTO IpaKIaHNHA!



NHOPOPMALIMOHHAA NAMATKA JJIA
OBYYAIOIIUXCA A PASMEHIEHUA HA
OPUIHNAJBHBIX HHTEPHET-PECYPCAX

C KaXXIbIM I'OIOM MOJIOACKU B I/IHTepHeTe CTAaHOBHUTBHCA 60JIBIHC, a IKOJIBHUKU OJHHU U3 CaAMBIX
AKTUBHBIX MOJIb30BaTeNIei. MeXay TeM, TOMHMO OIPOMHOTO KOJMYECTBA BO3MOXKHOCTEM, HHTEPHET
HECET U MPOoOJIeMBI. DTa MaMsATKa JOJKHA OMOYb TeOe Oe30MacHO HAXOAUTHCS B CETH.

KomnbroTepHbie BUpPYCHI

KomnbroTepHblil BUpPYC - 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOTrpPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K Pa3MHOXKEHUIO. B ononHenne Kk 3romMmy, BUPYChI
MOTYT IOBPEIUTh MM IOJHOCTBIO YHMUYTOXHTH Bce (ailliel M JaHHbIE, [OAKOHTPOJIbHBIC
N0JIb30BATENI0, OT UMEHH KOTOPOro ObUIa 3allylIeHa 3apaKCHHas IMporpaMmMa, a TakkKe MOBPEIUTh
WINA JJa)K€ YHUYTOXKUTh OIEPALMOHHYIO CUCTEMY CO BceMH (Qailmamu B 1eiaoM. B GonblimHCTBE
CJIy4aeB pPaclpOCTPAHAIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMMm:

1. Mcnonb3yil COBpEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIN YPOBEHb 3aAILMUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

2. TIlocrosHHo ycraHaBnuBail mnaTuu (UM@pOBBIE 3aMjaTKH, KOTOpPbIE aBTOMATHYECKH
YCTAaHABJIMBAIOTCS C IENBI0 TOPAOOTKH MPOTpaMMBbl) U JApyrue OOHOBICHHS CBOEH OINMEparmOHHON
cuctembl. CkaunmBail WX TOJNBKO C oduumanbHOro caita paspaborunka OC. Ecnu cymectByer
PEXHM aBTOMATHIECKOTO OOHOBJICHHSI, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE IO MpaBaMHU IOJB30BaTENsl, a HE aAMHHHCTpaTopa. DTO HE
NO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTANIUPOBATbCS Ha TBOEM IEPCOHAIBHOM
KOMITBIOTEPE;

4. UHcnonb3yil aHTHBUPYCHBIE MPOTPAMMHBIE TPOIAYKTHI HW3BECTHBIX NPOU3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHHUX JIULL;

6. Mcnionb3yit BHEIIHME HOCUTEIN UH(OpMAINY, Takue Kak (uienka, IMCK WiK (ailn u3 MHTepHeTa,
TOJIBKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbIBail KOMIIbIOTEpHBIE (haiijibl, MOJYyYEHHbIE U3 HEHAJEKHBIX HCTOYHHKOB. [laxe Te
(aiinel, KOTOpbIE MpUCIAT TBOIM 3HAKOMBIN. JIyyllle yTOuyHH y HETO, OTHPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BHJ mepeaayn AaHHBIX, HE TEXHOJIOTHS, a BCEro numb Opena, mapka. Eme B 1991
rolly HHJAEpJaHJCKas KommaHus 3apeructpupoBana Openny "WECA", dro o0o3Havano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecripoBoHas TOYHOCTH'.

Jlo Hamero BpeMeHH JonuIa apyras abOpeBnaTypa, KoTopast sIBISETCS TaKOW XKe TeXHOJOoruei. 1o
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JIaHO C HAMEKOM Ha CTaHAAPT BhICHIEH 3BYKOBOMH
texHuku Hi-Fi, yTo B nmepeBojie 03HayaeT "BbICOKasi TOYHOCTH .



Ha, OecruiaTHeli WHTEPHET-AOCTYH B Kade, OTeNAX M ad’pornoprax sBISETCS OTIUYHOM
BO3MOXXHOCTBIO BBIXO/Ia B MHTEepHET. Ho MHOTHE KCIepThl CUUTAIOT, 4TO obmenoctymnHbie Wi-Fi
CEeTHU He ABISIOTCS 0€30MaCHBIMHU.

CoBeTsbl 10 6€30MaCHOCTH PaGOTHI B 001IeT0CTYNHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro nuuHyro uHGOpManuio yepes odmenoctymnasie Wi-Fi cern. Pabotas B HuX,
JKEJIaTeIhbHO HE BBOJUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKUE-TO HOMEPa;

2. Hcnonp3yihi W OOHOBJISIM aHTHUBUPYCHBIE IporpamMmbl M Opanamayep. Tem cambIM Tl
o0e3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3zoBanuu Wi-Fi otkmoun (ynknuro "OOmmuit moctyn k daitnam u mpuaTepam’.
JaHHas GyHKIUS 3aKphITa M0 YMOJIYAHHUIO, OJJTHAKO HEKOTOPBIC TI0JIH30BATEIN aKTHBUPYIOT €€ JUIs
y100CTBa UCIONIB30BaHMA B paboTe Wi yueoe;

4. He ucnone3yit nyommuneiii WI-FI nans mepepaun MTUYHBIX DaHHBIX, HAlpUMEp UISL BBIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tonmpko 3amuiieHHoe coenunenue uyepe3 HTTPS, a me HTTP, T.e. nmpu nHabGope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone ortkmoun ¢ynknuio "lloaxmouenue k Wi-Fi aBromatuuecku". He
JIOITyCKai aBTOMaTHYECKOTO MOJIKIIIOYEHHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CoununajabHbIe ceTH

COIII/IEL]IBHBIG CCTHU AKTUBHO BXOJIAT B Hally XW3Hb, MHOI'MC JIIOAU pa60Ta}0T U XUBYT TaM
MOCTOSIHHO. MHOTHE MO0Jb30BaTelIn HE IIOHUMArOT, 4YTO I/IH(i)OpMaI_II/ISI, pasMCliCHHass HUMHU B
COIHAJIbHBIX CCTAX, MOXCT OBITH HaﬁneHa N HCIOJIb30BaHa KEM YroJHo, B TOM 4YHCJIC HE
00s13aTeNBHO ¢ OJIaruMHU HaMEpCHUSIMMU.

OcHOBHbBIE COBETHI 10 0€30IACHOCTH B COIHAJIBHDBIX CETSAX:

1. Orpannub cnucok apy3eid. Y TeOs B JApy3bsX HE JOJDKHO OBITh CIydalHBIX M HE3HAKOMBIX
JIIOAEH;

2. 3amumaid CBOIO YacTHYHO »HU3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, JaTy TBOETO
POXIEHUS U JAPYTyl0 JUYHYI0 HHQPOpPMAIUIO. 3JIO0YMBIIUIEHHUKA MOTYT HCHOJIb30BaTh Jlaxke
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE POBECTU KAHUKYJIBI;

3. 3amumiail CBOIO penmyTaluio - IEPKHU €€ B YUCTOTE U 3a7aBail ce0e BOMPOC: XOTEN ObI Thl, YTOOBI
JIpyTHe MOIb30BaTeNu BUIENH, YTO ThI 3arpyxaeins? [logymail, mpexe ueM 4To-To OmyOIUKOBaTh,
HanucaTh U 3arpy3uTh;

4. Eciv ThI TOBOPHILIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE PEANbHOE UMS U APYTYIO
JUYHYIO0 HHPOPMALIUU: UM, MECTO KUTEIbCTBA, MECTO Y4eObl U MpoYee;

5. U36erait pazmenienus ¢ortorpaduii B UuTepHeTe, T/1e Thl n300pakeH Ha MECTHOCTH, 10 KOTOPOM
MO>KHO OIIPENEIUTh TBOE MECTOMOJIOKEHHUE;

6. Ilpu peructpaniuyl B COIMAIBHON CETH HEOOXOANMO HCIIOIB30BATh CIIOKHBIE TTAPOJIH, COCTOSIINE
u3 OyKB U IM(p U ¢ KOTUUECTBOM 3HAKOB HE MeHee §;

7. I[J'IH COLIMAJIbHOM CCTHU, MOYTBI U APYIUX caiiToB HCO6XO,Z[I/IMO HCIIOJIB30BAaTh PA3HLIC IMAPOJIH.



TOFIIa €Clin TCGSI B3JIOMArOT, TO 3JIOYMBIIUJICHHUKHA MOJYyYaT AJOCTYII TOJIBKO K OAHOMY MCECTY, 4 HC
BO BCE Cpa3y.

DJIeKTPOHHBIE 1eHbI'H

DJEeKTPOHHBIE ACHBIH - 3TO OYEHb yJOOHBIN CIIOCOO IUIaTeKeH, OTHAKO CYHIECTBYIOT MOIICHHHUKH,
KOTOPBIE XOTAT MOIYYUTh 3TH JIECHBIU.

3JI€KTpOHHBI€ JACHBI'M MOSABUJIIMCH COBCEM HCAABHO U KMCHHO HM3-3a 3TOI'0 BO MHOT'UX I'OCydapCTBax
A0 CUX IIOPp HE IMPOITMCAHO ITPO HUX B 3aKOHAX.

B Poccumn xe oHM (QPYHKIMOHUPYIOT M O HMX YK€ MPOMHCAHO B 3aKOHE, IJIE MX pa3lelisiioT Ha
HECKOJIbKO BHJIOB - QHOHHUMHBIE M HE aHOHWMHBbIE. Pa3HHIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOpBIX pa3peuiaercs MPOBOAUTH oOmepauuu 0e3 uAeHTU(PUKAIMK T[OJb30BaTeNs, a B HE
AHOHHMMHBIX UICHTH(UKAIIS TI0JIH30BATEIIS SABIISETCS 0053aTeIHHOM.

Taxoke cienyeT pa3nuyarh JIEKTPOHHbIE (UATHBIE AEHBI'M (PaBHBI FOCYIApPCTBEHHBIM BAJIOTaM) U
AIIEKTPOHHBIC He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAPCTBEHHBIM BATIOTAM).

OcHoBHbBIE cOBeThI 10 0€3011aCHOI padoTe ¢ 3JIEKTPOHHBIMHU 1eHbIAMH:

1. [TpuBsixku K cyeTy MOOUIIBHBIN TeneoH. DTO camblil yI0OHBII 1 OBICTPHI cT0c00 BOCCTAaHOBUTH
noctyn Kk cuery. [IpuBs3annbIii TeeoH TOMOXKET, eclii 3a0yenlb CBOM IIATSKHBIN Mapoilb WIH
3aii/Ielllb Ha CalT C HE3HAKOMOI'0 YCTPONCTBA;

2. Ucnonb3yii ogHopa3oBeie maponu. [locne mepexona Ha yCHIIGHHYIO aBTOpU3AIMIO TeOe ykKe He
OyJIeT yrposkaThb OMacCHOCTh KPaXKu WM MepexBaTa IIaTeKHOTO MapoJis;

3. BeiOepu cnoxsbiii maposs. [IpectynHukam OyaeT He HpPOCTO yrajiaTh CIIOKHBIA MapoJib.
Hanexnsle maponu - 3TO maposid, KOTOpbIE COAEP’KaT HE MEHee § 3HAKOB U BKIOYAIOT B ceOs
CTPOYHBIE M MPONUCHbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKH€ KaK 3HaK jJoiuiapa, QpyHra,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE J10BEPSIEILb.

JJIEKTPOHHAS MMOYTA

DJIeKTPOHHAs MT0YTA - TO TEXHOJIOTHS U TIPEIOCTABISIEMBIE €10 YCIIYTH MO0 MEePECHUIKE U MOTYyUYSHUI0
DIIEKTPOHHBIX  COOOIIEHUHM, KOTOpbIE pACHpPENeNsoTcsl B KOMIbIOTepHOW ceth. OOBIYHO
AIEKTPOHHBIN IIOYTOBBIM SITITAK BBITJISIIUT CHEAYIOUIUM obpazom:
UMs_TIONb30BaTeNA(@uMs_1oMeHa. Takke Kpome TMepelayd MPOCTOro  TEKCTa, HMeeTcs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHoBHBIE COBeTHI 10 0e30MacHoil padoTe € JIEKTPOHHOM MOYTOH:

1. Hayto BeIOpaTh MpaBUIIBHBIN MOYTOBBIN CepBUC. B HHTEpHETE €CTh OTrPOMHBIN BBIOOP OeCIIaTHBIX
MOYTOBBIX CEPBUCOB, OHAKO Jy4YIlle JOBEPSATH TEM, KOI'O 3HACIIb U KTO MEPBBI B PEUTHHTE;

2. He yka3pBaii B JMYHOM moure JMuHyo HH(popmanuio. Hampumep, mydine BbeIOpaTh
"My3bIKabHbIN _(paHat@" wium "pox2013" Bmecto "temal3";

3. Ucnonp3yil OBYX3TamHylo0 aBTOPHU3aLMIO0. DTO KOrJa MOMHUMO Iapojisi HY)KHO BBOAUTH KO,
npucbUIaeMblil mo SMS;



4. BeiOepu CIOXHBIH Mapoib. (s KakKIoro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOW HAIEKHBIH,
YCTONYUBBIN K B3JIOMY MapOJIb;

5. Eciin ecTh BO3MOKHOCTh HAITHCATh CcaMOMYy CBOM JIMYHBIN BOIIPOC, I/ICHOHBS}/ﬁ 9Ty BO3MOXXHOCTBD,

6. Vcnonb3yil HECKOJBKO MOYTOBBIX SIIMKOB. IIepBbIN [UIsl 4acTHON NEPENMCKU C ajpecaTami,
KOTOPBIM Thl JOBEpsACLIb. DTO JIEKTPOHHBIM aIpec HE HalO MCIIONb30BaTh IIPU PEruCcTpaluy Ha
dopymax u caiitax;

7. He oTkpeiBaii (haiiinbl 1 Apyrue BIOKEHHS B MUCbMAX, Ia)e €CIH OHU HPUIILTH OT TBOUX APY3eH.
Jly4die yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (paiibl;

8. [Tocne okoHYaHUS PabOTHI HA TIOYTOBOM CEPBHCE MEPE]l 3aKPHITUEM BKIIQJIKU C CAUTOM HE 3a0y/Ih
Ha)kaTb Ha "BriiTn".

KuoepOyuiMHI WM BUPTYAJbHOE U31€BATEIbCTBO

KubepOymnuHr - mpecineoBaHUE COOOMICHUSIMH, COACPXKAIIMMU OCKOPOJICHHS, arpeccuio,
3allyTMBaHHe;  XYJIWTaHCTBO;,  COLMAIbHOC  OOWKOTUPOBAaHME C  IOMOIIBI  Pa3IHYHBIX
UHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI 10 0opble ¢ KndepOyIIMHIOM:

1. He 6pocaiics B 60i. Jlyumuii cioco6: mocoBeToBaThes Kak ce0s BECTH U, €CIIM HET TOr0, K KoMy
MOKHO OOpaTUTbCs, TO BHayaje YCHOKOWTbCS. Eciau Thl HayHellb OTBEYaTh OCKOPOJIECHUSIMHM Ha
OCKOPOJIEHUS, TO TOJIBKO el 00JIbIle Pa30XKKellb KOH(IUKT;

2. YopaBinsaii cBoel kubeppenyrauuei;

3. AHOHHMHOCTh B CETHM MHHMas. CYIIIGCTBYIOT CHOCOOBI BBIICHUTB, KTO CTOUT 3a aHOHHUMHBIM
AKKaYHTOM;

4. He crout BecTH XyJIWraHCKuUM o0Opa3 BUpPTyalbHOM >Xu3HH. VHTEpHET (uKCHpyeT Bce TBOU
JeMCTBUS M COXpaHAET UX. Y JaluTh UX OyIeT KpaifHe 3aTpyIHUTENIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeratuB. OJHOpa30Bble OCKOPOUTEIbHBIE COOOUICHMS JIydlle
UrHOpUpoBaTh. OOBIYHO arpeccust MpeKpallaeTcs Ha HayaJlbHOM CTa/luy;

7. banp arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMH, B COLIMAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPABKU COOOILEHHI € ONPEICIIEHHBIX aAPECOB;

8. Ecau Thl cBuuerens KubepOyiMHra. TBoM JeHCTBHA: BBICTYNMTH MPOTHB MpPECIIeNOBATEINs,
MOKa3aTh €My, YTO €ro JIEHCTBUS OLIEHMBAIOTCS HETaTUBHO, MOJAJIEPKATh KEPTBY, KOTOPOH HY>KHA
MICUXOJIOTHYECKAs TTOMOII[b, COOOLIUTH B3POCIBIM O (PaKTEe arpeCCUBHOIO MOBEACHUS B CETH.

MoOuabHbI TeaeoH

COBpeMCHHLIC CMapT(I)OHBI U TUIAHOICTBI COACPIKAT B cebe BIIOJHE B3pOCHLIﬁ (I)yHKLII/IOHaH, )51
TCIIEPb OHU MOTYT KOHKYPHUPOBATH CO CTAIITMOHAPHBIMH KOMIIBKOTCPAMMU. OJIHaKO, Cp€ACTB 3allUThI
JJIsA HO,Z[O6HLIX yCTpOﬁCTB IIOKa O4Y€Hb MaJo. TCCTI/IPOBaHI/Ie N TIOHCK yﬂ3BI/IMOCTCI>'I B HHUX
MPOUCXOAUT HE TAK UHTCHCHUBHO, KaK JJIsA HK, TO K€ CaMO€ KacaeTcsd ¥ MOOMJIBLHBIX HpHJ’IO)K@HHfI.



CoBpeMeHHBIE MOOHMIIbHBIE Opay3epbl YK€ MPaKTHUYECKH JOTHAJIM HACTOJNbHBIE AHAJIOTH, OJHAKO
pacmmpenne pyHKITMOHaIa BIIeYET 3a COO0H OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aIUIIICHHOCTD.

Jlaneko He BCe MPOU3BOIUTENN BbIITYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOIME KPUTUYECKUE YA3BUMOCTH
JJISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TeJie()oHAa:

1. Hudero He sBIsETCSA IMO-HACTOSIIEMY OecIlaTHBIM. Bynb ocTOpoXeH, Beab Korja Tebe
npeiaraT OecIIaTHBIA KOHTCHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO TUIATHBIC YCIIYTH;

2. Jlymaii, npexzae yem otnpaButb SMS, hoTo mimm Buaeo. Thl TOUHO 3HACIIb, II€ OHH OYAYT B
KOHEYHOM uTOTre?

3. Heo0xoammo 0OHOBIISTH ONIEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
4. Wcnonb3yil aHTUBHPYCHBIC TPOTPAMMBI IS MOOHMJIBHBIX TeJIe()OHOB;

5. He 3arpy>1<a171 IMPUITOKCHUS OT HCU3BCCTHOT'O HCTOYHHKA, BCAb OHU MOI'YT COACPIKATH
BPCAOHOCHOC NIPOIrpaMMHOC O6CCHC‘ICHI/IC;

6. ITlocme Toro Kak Thl BBIAACIIL C CaiiTa, I/ BBOAWI JIMYHYIO HHGPOPMAIMIO, 3aiId B
HACTPOIKM Opay3epa u ynanu cookies;

7. Tlepmonuyecku npoBepsii, KaKUe IJIATHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. /[laBaii cBoil HOMep MOOWJIBHOTO TenedoHa TONBKO JOJSM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJAa Thl UM HE TOJb3yelibcs. He 3a0piBaii mHOTIA
MPOBEPSITH ITO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPAacOuHble, 3aXBAThIBAIOIIME pa3BICUEHHs, OOBEAMHSIONINE
COTHHU THICAY YEJIOBEK IO BceMy mupy. Urpoku uccieayroT AaHHBIA UM MUp, OOLIAIOTCS JPYr C
JIPYTOM, BBIOJIHAIOT 33JaHUs, CPAKAIOTCA C MOHCTPAMHU M IOJIYYarOT OMBIT. 3a YA0BOJIBCTBUE OHU
IUIATAT: MOKYTAIOT JUCK, OTJIAYUBAaOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OMIINH.

Bce »tu cpenctBa uayT Ha MoAJep)KaHUE U Pa3BUTHE WIPbI, a TakkKe Ha caMmy Oe30I1acHOCTh:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3AlMHU, BBIITYCKAIOTCSl HOBBIE MaTuu (UGPOBBIE 3aIIaTKH 115
IpOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUrpax CTOUT OIlaCaTbCd HE CTOJIbBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaKXU TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allUuA OONBIIMHCTBA urp.

OcHOBHbIE COBETHI MO0 0€30NACHOCTH TBOEI'0 UI'POBOIro akKKayHTa:

1. Ecnmu apyroit urpok BeneT ceOs IUIOXO WM CO3JaeT Tebe HENmpUATHOCTH, 3a0JOKUpYH ero B
CIIFICKE UTPOKOB;

2. HO)K&J'nyICH AAMUHHUCTpATOpaM HUIPbl Ha INIOXOC TOBCACHHUC 3J3TOr0 HIPOKaA, KCJIATCIBHO
MMPUTOXKUTH KAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3biBaii 11uHyt0 HHGOpMaUIo B mpodaiiie urpsl;



4. YBaxkall Ipyrux y4aCTHHUKOB IO UIPE;
5. He ycranaBnuBaii HeoUIIUAIBHBIE TATYH U MOJIBL;
6. Mcnonb3yl CI0KHBIE M pa3HbIE MMAPOJIH;

7. Jaxe BO BpeMsi UIPbl HE CTOMT OTKJIHOYaTh aHTUBUpPYC. [loka Thl urpaeiib, TBOM KOMIIBIOTEP
MOTYT 33apa3uTh.

OUIIMHT WIH Kpaka JUIHBIX JaHHbIX

OObIYHOM KpaXkel JCHEr M JOKYMEHTOB CETrOJHS YK€ HHUKOTO HE YIWBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTHIA 3I0YMBIIUICHHUKH TIEPEMECTHUIINCH B HHTEPHET, U MPOJI0JDKAIOT 3aHUMAThHCS
"I1II00UMBIM" JIETIOM.

Tak mosiBMIIaCh HOBasi yrpo3a: WHTEPHET-MOIICHHHYECTBA WJIM (DUINUHT, TJIaBHAS IIeJb KOTOPOTO
COCTOHMT B TOJYYEeHHH KOH(UACHIMAIBbHBIX MAaHHBIX II0JIb30BATENICH - JIOTMHOB M mapojeid. Ha
aHramiickoM s3bike phishing umraercs kak ¢ummar (ot fishing - priOHas nosins, password -
11apoJib).

OcHoBHbBIE coBeThI 10 0opble ¢ GUIIMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciiu Thl mojo3peBaciib, YTO TBOS aHKeTa ObLia B3JIOMaHa, TO
HEOOX0UMO 3a0JIOKUPOBATh €€ W COOOIIUTh AIMUHHCTPATOpaM pecypca 00 ITOM Kak MOXKHO
cKopee;

2. I/ICHOHBBYﬁ 0e30macHbIe Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBLIX CUCTCM;

3. Ucnone3yit crnoxHble W pa3Hble MNapoiu. Takum o0pa3oM, ecid TeOs B3IOMAIOT, TO
3JIOYMBIIIJICHHUKH MOJTy4YaT AOCTYI TOJIBKO K OJJHOMY TBOEMY ITPO(HIIIO B CETH, a HE KO BCEM;

4. Ecom T1ebs B3nMOMand, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
n00aBJIEHBl Y T€OSI B JIPY3bSAX, O TOM, YTO T€OsI B3JIOMAaIu U, BO3MOXHO, OT TBOETO UMEHH OYIET
pacchuIaThCs CllaM M CCHUIKU Ha (PUIIMHTOBHIE CAlTHI,

5. Ycranosu HazexHsbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpbIBaii (ailsibl 1 Apyrue BIOKEHUS B MUCbMaX, JaXKe €CIU OHH MPULILUIA OT TBOUX JIPY3€EH.
Jly4ie yTOYHM y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paitiibl.

Hudposas penyrauus

[ludpoBast penyrauus - 3TO HEraTMBHAs WM TO3UTHBHAs HHpopMalus B ceTu o Tebe.
Kommnpomerupytomass uHpopmaius, pa3MelleHHass B HHTEPHETE, MOXET CEepbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBoeW peaybHOW kM3HU. "Lludposas pemyranus" - 3TO TBOW HMMJK, KOTOPBIHA
dbopmupyercs u3 uHbopMauu o Tede B UHTEPHETE.

TBoe wmecTo KHUTCJILCTBA, y‘-IC6LI, TBOC q)HHaHCOBOC ITOJIOKCHHUC, 0COOEHHOCTH XapaKkTepa H
paccka3bl O OJU3KHUX - BCE 3TO HAKAIJIMBAETCSA B CETH.

MHorue noJipoCTKU JErKOMBICIIEHHO OTHOCSTCS K MyOIMKanuu JuyHoi nadopmanuu B MIHTEpHETE,
HE MOHUMast BO3MOXKHBIX MocyeAcTBUN. ThI 1axke HE CMOXKeEIlb 10TafaTbes 0 TOM, 4To doTorpadus,



pasMeleHHas S JeT Ha3aj, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmemienue TBoux ¢ororpaduii U npyrue ASUCTBUS MOTYT HE HCUE3HYTH HaxKe
1I0CJI€ TOTO, KaK Thl UX YAAJIMIIb. Thl HE 3HaCIIb, KTO COXPAaHWI 3TY MH(OPMAILUIO, T0aJ1a JI OHA B
IIOMCKOBBIE CUCTEMBI U COXPAHMIIACh JIM OHA, & IJIABHOE: YTO MOAYMAIOT O Te0E OKPYKAIOLIHE JII0IH,
KOTOpbIE HaWAYyT M yBUIAT 3T0. Halltu nHpopmanmo MHOro JIeT CIyCTs CMOXKET JII0OOH - Kak W3
JNOOPBIX OOYKIEHHH, TaK U C HAMEPEHUEM NPUYUHHUTD Bpell. DTO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 10 3a1MTe HM(PPOBOH penyTalum:

1. TTogymaii, mpexxae 4em 4To-TO MyOJIMKOBaTh U IepenaBaTh y cedsi B Oiore Wi B COLUAIbHON
CeTH;

2. B mHactpoiikax mnpo¢wmis YCTaHOBH OTPaHMYEHHUS HA IPOCMOTP TBOETO NPOGWIs U €ro
COJIEP’)KUMOT0, CJIeNail ero TOJbKO "Isl Ipy3en';

3. He pa3memaii u He yka3piBail MHQOpPMAILIUIO, KOTOpask MOXKET KOro-JIM00 OCKOpOJATH WU
00MKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIC IIKOJIBHUKU - aKTUBHBIE I0JIb30BaTENN LU(poBOro npocrpancrsa. OaHAKO AAJIEKO
HE BCE 3HAIOT, YTO MOJIH30BAHNE MHOTHMHU BO3MOXKHOCTSIMH IIM(PPOBOTO MHpa TpeOyeT COOMOACHNUS
[PaB Ha UHTEJJIEKTYaJIbHYIO COOCTBEHHOCTb.

TepMI/IH "I/IHTCJ'IJ'ICKTyaJ'IBHaH COOCTBEHHOCTB" OTHOCHUTCS K Ppa3IMYHbIM TBOPCHUAM YCIIOBCUYCCKOI'O
ymMa, HauuHass C HOBBIX I/I306p€T€HI/Iﬁ N 3HAKOB, 0603HaanOHII/IX COOCTBEHHOCTh Ha IMPOAYKTHI U
yCiyru, K 3aKaH4YMBasid  KHHI'aMH, (1)OTOl"pa(1)I/I$IMI/I, KI/IHO(I)I/IJIBMB.MI/I U MY3bIKAJIbHBIMH
IMPOU3BCACHUSAMMU.

ABTOpCKHE NpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEAEHUS HAYKH,
JUTEpaTypbl U MCKYCcCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KadyeCTBE TrapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TpyX aBTOpa He OyAeT HalpacHbIM, JIaCT €My CIpaBeIIHBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOEro TPyJa, MOJYYHUTh H3BECTHOCTb M IpPHU3HAHHE.
Huxkro 6e3 paspemieHus: aBTopa HE MOKET BOCIPOM3BOJIUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHATD,
nyOJIMYHO JIEMOHCTPUPOBATH, IMPOJAaBaTh, HMIOPTHPOBATh, IMYCKaTh B MPOKAT, IYOJUYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pa3meniaTh B IHTepHeTe.

Hcnonb3oBanue "Muparckoro" mporpaMMHOrO obecreueHus MOKeT MPUBECTH K MHOTUM PHCKaM:
OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKM TBOErO YCTPOMCTBA, I/I€ yCTAHOBJIEHA
HelerajabHas nporpamma. He cTOUT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETallbHbIE U OECIUIaTHBIE
IIPOrpaMMBbI, KOTOPbIE MOXKHO HANTH B CETH.



